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Foreword

Hello.BST2NB @&2dz RSt @S Ay (2mylihsnksdo T dzA RS X
you for downloading EduSweep 2. | feel that A (idffétent from most

software and | hope you will too. Unlike many commercial

FLILX AOFGA2ya AGQA tentosoldeceNI 2F f 23S
problem that we as a department were facing at the time.

That was a good year ago and since then the software, with feedback

from EduGeek, has grown into something much more powerful and
flexible. This new version has been rewritten from the ground-up and
incorporates nearly every feature request made since the original

release. Importantly, this release lays the foundation for more new
features and no doubt it will continue to evolve and improve in the coming months.

While the code is open-source and the cost is nothing, please consider making a donation. Both of
these would be a great help with my university fees and enable me to keep developing free
software. Thank you and | hope you find the software useful!

Paul Beesley, legtogrammer(paul.beesley@durham.ac.uk

What is EduSweep?

O9Rdz{ 6SSLI A& | dzyAljdzS LIASOS 2F az2Fi0s6l NBd LGIQa RS3
thatanti-Y I £ ¢ I NB & 2 ¥ ibukH: DéFou KREvSvBicf @udents have batch files and VBS

scripts stored in their user areas? How many have copies of games tucked away? EduSweep can

identify and clean away files that breach your usage policy with ease.

Starting the Program
Open the start menu and navigate to the EduSweep 2 subfolder. On Windows Vista, simply type
"EduSweep" into the start search field and select the first result.
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mailto:paul.beesley@durham.ac.uk?subject=EduSweep%202

The Main Window
hil ez f SO @ NeBSIC WISIONTES R 2 1 | ﬁmpérlfér@feahﬁdekaﬁailatblé\ Yy R2¢g &
from here.

LT 2RedBdz{ 6SSLI mdn o0ST2NB @2dzQff y20A0S (KIFG GKS
older versions were all about doing one scan the focus is now on creating reusable scan taskshat
can be saved and run many times with no extra setup.

3¢ EduSweep 2.1 [E=REER
%,.& EduSweep
Scan Tasks
el Start Task | =g New w3 Edit =g Delete = Donate &) About
Mame Created By Status
My Home Folder Paul Beesley Mat Running
Tools
Report Manager l [ CGuarartine Manager l [ File Inspector l [ Settings ] [ Software Update

Notice that the main window has 3 areas. At the top, i K S N#dbar thdt controls the various scan
tasks, in the centre the available scan tasks are listed and at the bottom are links to extra tools and
settings.

Toolbar Functions
91 Start Task: Runs the task that is currently highlighted in the list below.
9 New: Opens the New Task window where you can create a new task to use many times.
i Edit: Opens the Edit Task window so that the currently selected task can be modified.
9 Delete: Removes the currently selected scan task from the list.

Tools & Settings

EduSweep can now perform many more functions and these buttons give you access to the other
features of the program.

Tool Function

Report Manager Shows reports from previously run tasks
Quarantine Manager Shows files that you have placed in quarantine
File Inspector Shows detailed information about individual files
Settings /| 2y FTAIdzZNB & 9RdA 6 S
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Software Update Checks for the latest signatures

Creating a Scan Task

Since every network is different, EduSweep comes without any preseta OF y G a1 a® ¢KS TFAN
need to do is create one and, in the next step, run it. Creating a task requires 3 pieces of information

¢ the name of the task, the locations you want to scan and the signatures that you want the task to

use.

Name
The name of the task must be unique. It helps to give the task a meaningfulname & dzZOK | & &, S| NJ 1
Il 2YS C2f RS NEA ¢ kndivat a glack vihat & RiltkzarO | Y

Locations
Next, add some direct2 NA Sa (2 GKS Glraie /tA01 GKS &a!RR [ 20
local location or a network location.

Directories that are on the same computer that Directories on a network server or another
EduSweep is running on computer on the network
E.g. C:\Users\loeAverage E.g. \\serverl\pupilwork\joeaverage

Optionally, you can add some exclusions to the task. An exclusion is a location that EduSweep will
ignore while scanning. A good example of an exclusion would be a very large folder that only
administrators have access to because the contents are secure and ignoring it will speed up the scan.

Tip: You can double click a location to edit its path.

Signatures
Finally, we need to select some signatures to use. Signatures in EduSweep work much the same as in

commercial antivirus packages; you can turn them on and off to detect more or fewer items. Select
asmanyasyoulikeci KSNB Q& OSNEB fAGGES LISNF2NXIYyOS LISyl fde

You get quite a few to play with - some are very specific, some more general. Having many different

types of signatures lets you mixand match® | 2 dz O2 dzZf R F 2 NWiklews S¢rlptséS Sy 6f S
signature while leaving the GWeb Scripts¢ & A 3y | (i dzNBwebpa advdy pofe@iRlyp ¢ KA &

dangerous VBS files while leaving JavaScript and PHP scripts that are useful for web design courses.

A0 ar @S yR @2dz2NJ yS¢g GlFal oAttt | LIISFENIAY GKS YI

Tip: Remember that signatures only affect the current task that yodzQ NB . SnRbling d\signature
in one does not affect other tasks.

Running a Scan Task
b2g¢ GKI G @2 de @r&abR Raiit toldo séimetairlg With it! Select the task from the list
andhitthe Start Taslo dzii 1 2y 2y GKS YIAY @6AYR26Qa G22f o0l NI
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Tip:52dzoft S Ot AO01AyYy3a | (Fal Kra GKS &alry$S ST¥FSOi

Overview Tab
At this point you could leave EduSweep to run the task through to completion ¢ no more user
intervention is required. The locations i K I G I LILIBverNdwéitab arditiie Soldeks that have

u

>

a

been scanned. If you want them to scroll automatically, OK S O1 G KS OKSO]l o62E YIN]S

AONRff GKAA ftAAlEOD

Locations Tab

[ SGQa Y20S 2y | yR f 2 Blcatibns takil TaSlist el Hidplaydialitbe | £ 2 y 3

locations that will be scanned. Subfolders will be scanned too, though they are not shown.

If the location is on another computer or a network drive, the & [ 2 O | céluing wilEdisplay the
name of the host computer. For example, the path \\hercules\work\joeaverage would show a

f20F0A2Yy 2F AGKSNDdzZ Saé¢d ¢KS valied: Gdza O2f dzyy Ol y

Status Meaning

Queued Another location is currently being scanned and
this one will be scanned soon.

{ Ol yYyAYy3IX This location is currently being scanned.

Completed This location has been scanned.

Not Found The location could not be found. For example,
the host computer is offline.

Error The location could not be accessed for some
other reason. E.g. insufficient permissions.

Results Tab

Next on our tour, the & @sults€ tab. From here, you can deal with any files that have been detected
during the scan. The list updates in real-timewhile 0 KS (G 41 Aa NMzyyAy3a &z
until it completes before taking action.

The quarantine button will move the selected items into quarantine where they will be securely
stored; you can restore these later if needed.

A ¥ 4 A ~

0K

(et

Q)¢

S

N

The delete button permanentlyreY 2 @3S & G KS &St S aogdnRbackdb 82y & $a & K 8 RBzQ HE

100% sure use the quarantine button instead.

The details button calls up the File Inspector to analyse the selected file in depth. You can use this
information when making the decision to quarantine or leave a file.

Log Tab
The final tab in this window is the Log tab. If the scan completes successfully the information here
can be safely ignored. It might, however, be useful if the scan fails or appears to skip directories.

The information inthe logissavedA Y S@SNE & O0OF'y NBLRNI a2 AdQa
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file:\\hercules\work\joeaverage

File Inspector
Ej Metworking Dictionary.docx - File Inspect-u-::r _‘ ' ‘ - E@g

‘i Quarantine ] Delete

|| Open.. *+ Run/View ¥ % Refresh

Summary

ﬁ}j File Inspector

The file inspector shows you information about a file and its "interestingness” rating.

Analysis
Property Value
Location C:Msers'Paul Beesley'.Documents'niversity\Computer Science’\Compu...

Indicated BEdension
Detected Extension
Detected MIME Type
Size

Creation Date

Last Access Date
Last Modffication Date

docx

docx
applicationx-zip-compressed
11.14 KB

29 January 2009 at 16:23.35
29 January 2009 at 16:23.35
29 Movember 2008 at 14:21:34

Windows Attributes Archive

Hast STUDIO1735

Chwner BLUILTIN Administrators

MD5 Hash CEIRTFS93FCTEOABADIEZF138ATTDEAT

Imterestingness %

File Type Anabysis

Possible File Type Likelihood

Word Microsoft Office Open XML Format document 52 9%

ZIP compressed archive 7%

Analysis Motes

The last modified date of this file is eadier than its creation date. The file was likely created on a different -
computer.
| | [ Close ]

The file inspector is used to retrieve detailed information about a selected file. In addition, it will
analyse the file contents and determine what extension the file should have as well as its most likely
format. It can detect files which have had their extension changed in order to appear safe ¢ a .vbs
file renamed to .txt, for example.

Tip: The file type analysis should only be used as a guideline. While generally correct it can be
inaccurate and works best with documents, media and programs.
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Customising Settings

Proxy Server

By default, EduSweep will use any proxy settings that you specify in Internet Explorer. In some cases
additional information may be required, especially if your proxy server requires credentials. If you
enter a proxy server address then EduSweep will use the settings in this window rather than Internet
ExplorerQ settings.

The server address can be either a computer name or an IP address and the port should be a number
between 1 and 65535.

Examples proxy.myschool.internal , 192.168.1.50

If you need to specify the domain when entering a username, type the domain before the username
and separate them with a backslash.

Example myschool.internal\administrator

Scan Engine
EduSweep is designed to run on servers and desktop machines equally well. If you choose to run it
2y I aSNIBSN) GKSy @&2dz YIe églyd G2 YAYyAYAaS /t! dza

cause EduSweep to use minimal resources but will increase scan times.

Reports

EduSweep can create reports in HTML format that give you a summary of each scan task. A report
contains some general information such as the time the task started and completed as well as details
about detected items. The task log is also included in the report.

' YOKSOl G/ NBIFGS YR a4l @S NBLRNIA ¢KSy (dFata 02vYL
scan.

Reports can be automatically removed when they are older than a given age. To enable this, set the

YFEEAYdzY 138 G2 | @FtdzS 6SG6SSy M YR ocp RI&& |y
With this enabled, EduSweep will remove reports that are older than the limit when the program

starts up.

Tip: Generated reports are fully compliant with web standards!

Quarantine
Similar to reports, files in quarantine can also be removed automatically after reaching a certain age.

User Interface
The graphical interface can be tweaked with a couple of small options. If you are comfortable with
using the software you can disable the confirmation dialogs that appear when working with files.

Thedonate6o dzil i 2y 2y GKS YI AY & A yYBukxah foggle thiede ioybuNJ OF y 6 S
KI @Sy QI -ther? afd nél cBeieks in place.
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Managing Reports

The Report Manager maintains the reports that are created after a scan task has completed. You can
use it to display, print and remove reports. To access this feature, click the Report Manager button
at the bottom on the Main Window.

The top section lists all the reports that are available and provides commands to work with them. In
the left-hand column are the names of the reports and in the right-hand column is the date that the
report was created on. By default, reports are sorted by the date they were created (newest first).

The lower section shows the contents of the selected report. If you want to view a larger copy in
@2dzNJ LINBFSNNBR 6S0 oNRgaSNE Of AO] (GUKS dahLSyYy Ay

Managing Quarantined Files

The Quarantine Manager, shown below, is a new feature that helps you to keep track of files that
you have placed in quarantine. It also enables you to restore files to their original location and to
look up file properties on the internet for additional information.

(@ Inspect File [ | Open Original Location | [CgAdd [ Restore [g Delete | -‘Q Online Services - B Vie’u\; Style -
File Name Original Location Size Quarartine Date Quarantined By

7 r4 7-Zip_Portable_457...  CAlsers\Paul Beesley\Downloads 14/02/2009 19:11:49

J%ﬁ drvupdate« 86 exe C:\UsersPaul Beesley' Downloads 12.06 MB 14/02/2005 19:11:37 Faul Beesley

o CynlUp Setup exe CUsers'Paul Beesley' Downloads 407 58 KB 14/02/2009 15:12:06 Paul Beeslzy

E E E Sudoku_Portable_1.... C:\Users"Paul Beesley'\Downloads 422 64 KB 14/02/2005 19:12:24 Paul Beesley

& UpdateChecker.exe C:\sers'Paul Beesley'Downloads 144 5 KB 14/02/2009 19:12.46 Paul Beesley
5 items in quarantine -

Toolbar Commands

LyallSod CAfSY[ldzyOKSa GKS CAfS LyalLISOi2NI (2
Add: Add a new file to quarantine

Restore: Moves the file out of quarantine and back to its original location

Delete: Permanently removes the file from disk

Online Services: Looks up additional information about the selected file from certain

websites such as Fileinfo.net and Google.

= =4 =4 -4
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Maximising Performance
Choosing the host computer

EduSweep runs happily on either a server or a desktop but if you are scanning many files on one
ASNISNI Al Qa NIhOsaftwfSoy tRabpRrticiila? serdeHAS a rule of thumb, run
EduSweep as close as possible to the files that it will scan.

Glossary
Report ¢ An HTML-formatted summary of the outcome of a task, including details on detected
items, time taken and any errors encountered.

Scan Task ¢ A reusable preset that contains information about the locations to scan along with

settings to manage how they are scanned.

Signature- A signature identifies files. Enabling a signature will make EduSweep detect all the files
the signature knows about.
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