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Foreword 
Hello. BŜŦƻǊŜ ȅƻǳ ŘŜƭǾŜ ƛƴǘƻ ǘƘƛǎ ƎǳƛŘŜΣ LΩŘ ƭƛƪŜ ǘƻ ŜȄǘŜƴŘ my thanks to 

you for downloading EduSweep 2. I feel that ƛǘΩǎ different from most 

software and I hope you will too. Unlike many commercial 

ŀǇǇƭƛŎŀǘƛƻƴǎ ƛǘΩǎ ŀ ƭŀōƻǳǊ ƻŦ ƭƻǾŜ ŀƴŘ ǿŀǎ ǿǊƛtten to solve a real 

problem that we as a department were facing at the time. 

That was a good year ago and since then the software, with feedback 

from EduGeek, has grown into something much more powerful and 

flexible. This new version has been rewritten from the ground-up and 

incorporates nearly every feature request made since the original 

release. Importantly, this release lays the foundation for more new 

features and no doubt it will continue to evolve and improve in the coming months. 

While the code is open-source and the cost is nothing, please consider making a donation. Both of 

these would be a great help with my university fees and enable me to keep developing free 

software. Thank you and I hope you find the software useful! 

Paul Beesley, lead programmer (paul.beesley@durham.ac.uk) 

What is EduSweep? 
9Řǳ{ǿŜŜǇ ƛǎ ŀ ǳƴƛǉǳŜ ǇƛŜŎŜ ƻŦ ǎƻŦǘǿŀǊŜΦ LǘΩǎ ŘŜǎƛƎƴŜŘ ǘƻ ƪŜŜǇ ƴŜǘǿƻǊƪǎ ŦǊŜŜ ƻŦ ǘƘŜ ǳƴǿŀƴǘŜŘ ŦƛƭŜǎ 

that anti-ƳŀƭǿŀǊŜ ǎƻŦǘǿŀǊŜ ŘƻŜǎƴΩt touch. Do you know which students have batch files and VBS 

scripts stored in their user areas? How many have copies of games tucked away? EduSweep can 

identify and clean away files that breach your usage policy with ease. 

Starting the Program 
Open the start menu and navigate to the EduSweep 2 subfolder. On Windows Vista, simply type 

"EduSweep" into the start search field and select the first result. 

  

mailto:paul.beesley@durham.ac.uk?subject=EduSweep%202
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The Main Window 
hƪŀȅΣ ƭŜǘΩǎ ƎŜǘ ǎǘŀǊǘŜŘΗ CƛǊǎǘΣ ǿŜΩƭƭ ƭƻƻƪ ŀǘ ǘƘŜ Ƴŀƛƴ ǿƛƴŘƻǿ ǎƛƴŎŜ ŜǾŜǊȅ important feature is available 

from here.  

LŦ ȅƻǳΩǾe used 9Řǳ{ǿŜŜǇ мΦл ōŜŦƻǊŜ ȅƻǳΩƭƭ ƴƻǘƛŎŜ ǘƘŀǘ ǘƘŜ ƴŜǿ ǾŜǊǎƛƻƴ ƭƻƻƪǎ ǉǳƛǘŜ ŘƛŦŦŜǊŜƴǘΦ ²ƘƛƭŜ 

older versions were all about doing one scan the focus is now on creating reusable scan tasks that 

can be saved and run many times with no extra setup. 

 

Notice that the main window has 3 areas. At the top, ǘƘŜǊŜΩǎ ŀ toolbar that controls the various scan 

tasks, in the centre the available scan tasks are listed and at the bottom are links to extra tools and 

settings. 

Toolbar Functions 
¶ Start Task: Runs the task that is currently highlighted in the list below. 

¶ New: Opens the New Task window where you can create a new task to use many times. 

¶ Edit: Opens the Edit Task window so that the currently selected task can be modified. 

¶ Delete: Removes the currently selected scan task from the list. 

Tools & Settings 
EduSweep can now perform many more functions and these buttons give you access to the other 

features of the program. 

Tool Function 

Report Manager Shows reports from previously run tasks 

Quarantine Manager Shows files that you have placed in quarantine 

File Inspector Shows detailed information about individual files 

Settings /ƻƴŦƛƎǳǊŜǎ 9Řǳ{ǿŜŜǇΩǎ ƻǇǘƛƻƴǎ 
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Software Update Checks for the latest signatures 

Creating a Scan Task 
Since every network is different, EduSweep comes without any preset ǎŎŀƴ ǘŀǎƪǎΦ ¢ƘŜ ŦƛǊǎǘ ǘƘƛƴƎ ǿŜΩƭƭ 

need to do is create one and, in the next step, run it. Creating a task requires 3 pieces of information 

ς the name of the task, the locations you want to scan and the signatures that you want the task to 

use. 

Name 
The name of the task must be unique. It helps to give the task a meaningful name ǎǳŎƘ ŀǎ ά¸ŜŀǊ мл 

IƻƳŜ CƻƭŘŜǊǎέ ǎƻ ǘƘŀǘ ȅƻǳ Ŏŀƴ know at a glance what it will scan. 

Locations 
Next, add some directƻǊƛŜǎ ǘƻ ǘƘŜ ǘŀǎƪΦ /ƭƛŎƪ ǘƘŜ ά!ŘŘ [ƻŎŀǘƛƻƴέ ŘǊƻǇ Řƻǿƴ ŀƴŘ ŎƘƻƻǎŜ ŦǊƻƳ ŜƛǘƘŜǊ ŀ 

local location or a network location. 

Local Locations Network Locations 

Directories that are on the same computer that 
EduSweep is running on 

Directories on a network server or another 
computer on the network 

E.g. C:\Users\JoeAverage E.g. \\server1\pupilwork\joeaverage 

 

Optionally, you can add some exclusions to the task. An exclusion is a location that EduSweep will 

ignore while scanning. A good example of an exclusion would be a very large folder that only 

administrators have access to because the contents are secure and ignoring it will speed up the scan. 

Tip: You can double click a location to edit its path. 

Signatures 
Finally, we need to select some signatures to use. Signatures in EduSweep work much the same as in 

commercial antivirus packages; you can turn them on and off to detect more or fewer items. Select 

as many as you like ς ǘƘŜǊŜΩǎ ǾŜǊȅ ƭƛǘǘƭŜ ǇŜǊŦƻǊƳŀƴŎŜ ǇŜƴŀƭǘȅΗ 

You get quite a few to play with - some are very specific, some more general. Having many different 

types of signatures lets you mix and matchΦ ¸ƻǳ ŎƻǳƭŘ ŦƻǊ ŜȄŀƳǇƭŜ ŜƴŀōƭŜ ǘƘŜ άWindows Scriptsέ 

signature while leaving the άWeb Scriptsέ ǎƛƎƴŀǘǳǊŜ ŘƛǎŀōƭŜŘΦ ¢Ƙƛǎ sweeps away potentially 

dangerous VBS files while leaving JavaScript and PHP scripts that are useful for web design courses. 

Iƛǘ ǎŀǾŜ ŀƴŘ ȅƻǳǊ ƴŜǿ ǘŀǎƪ ǿƛƭƭ ŀǇǇŜŀǊ ƛƴ ǘƘŜ Ƴŀƛƴ ǿƛƴŘƻǿΩǎ ƭƛǎǘΦ LǘΩǎ ǊŜŀŘȅ ǘƻ Ǌǳƴ ǎǘǊŀƛƎƘǘ ŀǿŀȅΦ 

Tip: Remember that signatures only affect the current task that yoǳΩǊŜ ŜŘƛǘƛƴƎ. Enabling a signature 

in one does not affect other tasks. 

Running a Scan Task 
bƻǿ ǘƘŀǘ ȅƻǳΩǾŜ Ǝƻǘ ŀ ǘŀǎƪΣ you probably want to do something with it! Select the task from the list 

and hit the Start Task ōǳǘǘƻƴ ƻƴ ǘƘŜ Ƴŀƛƴ ǿƛƴŘƻǿΩǎ ǘƻƻƭōŀǊΦ 
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Tip: 5ƻǳōƭŜ ŎƭƛŎƪƛƴƎ ŀ ǘŀǎƪ Ƙŀǎ ǘƘŜ ǎŀƳŜ ŜŦŦŜŎǘ ŀǎ ǘƘŜ ά{ǘŀǊǘ ¢ŀǎƪέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ǘƻƻƭōŀǊΦ 

Overview Tab 
At this point you could leave EduSweep to run the task through to completion ς no more user 

intervention is required. The locations ǘƘŀǘ ŀǇǇŜŀǊ ƛƴ ǘƘŜ άOverviewέ tab are the folders that have 

been scanned. If you want them to scroll automatically, ŎƘŜŎƪ ǘƘŜ ŎƘŜŎƪ ōƻȄ ƳŀǊƪŜŘ ά!ǳǘƻƳŀǘƛŎŀƭƭȅ 

ǎŎǊƻƭƭ ǘƘƛǎ ƭƛǎǘέΦ 

Locations Tab 
[ŜǘΩǎ ƳƻǾŜ ƻƴ ŀƴŘ ƭƻƻƪ ŀǘ ǘƘŜ ƴŜȄǘ ǘŀō ŀƭƻƴƎΣ ǘƘŜ άLocationsέ tab. The list here displays all the 

locations that will be scanned. Subfolders will be scanned too, though they are not shown. 

If the location is on another computer or a network drive, the ά[ƻŎŀǘƛƻƴέ column will display the 

name of the host computer. For example, the path \\hercules\work\joeaverage would show a 

ƭƻŎŀǘƛƻƴ ƻŦ άƘŜǊŎǳƭŜǎέΦ ¢ƘŜ ǎǘŀǘǳǎ ŎƻƭǳƳƴ Ŏŀƴ ǎƘƻǿ ǎŜǾŜǊŀƭ ǇƻǎǎƛōƭŜ values: 

Status Meaning 

Queued Another location is currently being scanned and 
this one will be scanned soon. 

{ŎŀƴƴƛƴƎΧ This location is currently being scanned. 

Completed This location has been scanned. 

Not Found The location could not be found. For example, 
the host computer is offline. 

Error The location could not be accessed for some 
other reason. E.g. insufficient permissions. 

 

Results Tab 
Next on our tour, the άwesultsέ tab. From here, you can deal with any files that have been detected 

during the scan. The list updates in real-time while ǘƘŜ ǘŀǎƪ ƛǎ ǊǳƴƴƛƴƎ ǎƻ ǘƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ǿŀƛǘ 

until it completes before taking action. 

The quarantine button will move the selected items into quarantine where they will be securely 

stored; you can restore these later if needed. 

The delete button permanently reƳƻǾŜǎ ǘƘŜ ǎŜƭŜŎǘŜŘ ƛǘŜƳǎΦ ¢ƘŜǊŜΩǎ no going back so ǳƴƭŜǎǎ ȅƻǳΩǊŜ 

100% sure use the quarantine button instead. 

The details button calls up the File Inspector to analyse the selected file in depth. You can use this 

information when making the decision to quarantine or leave a file. 

Log Tab 
The final tab in this window is the Log tab. If the scan completes successfully the information here 

can be safely ignored. It might, however, be useful if the scan fails or appears to skip directories.  

The information in the log is saved ƛƴ ŜǾŜǊȅ ǎŎŀƴ ǊŜǇƻǊǘ ǎƻ ƛǘΩǎ ƴƻǘ ƭƻǎǘ ǿƘŜƴ ȅƻǳ ŎƭƻǎŜ ǘƘŜ ǿƛƴŘƻǿΦ 

file:\\hercules\work\joeaverage
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File Inspector 

 

The file inspector is used to retrieve detailed information about a selected file. In addition, it will 

analyse the file contents and determine what extension the file should have as well as its most likely 

format. It can detect files which have had their extension changed in order to appear safe ς a .vbs 

file renamed to .txt, for example. 

Tip: The file type analysis should only be used as a guideline. While generally correct it can be 

inaccurate and works best with documents, media and programs. 
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Customising Settings 

Proxy Server 
By default, EduSweep will use any proxy settings that you specify in Internet Explorer. In some cases 

additional information may be required, especially if your proxy server requires credentials. If you 

enter a proxy server address then EduSweep will use the settings in this window rather than Internet 

ExplorerΩǎ settings. 

The server address can be either a computer name or an IP address and the port should be a number 

between 1 and 65535. 

Examples: proxy.myschool.internal , 192.168.1.50 

If you need to specify the domain when entering a username, type the domain before the username 

and separate them with a backslash. 

Example: myschool.internal\administrator 

Scan Engine 
EduSweep is designed to run on servers and desktop machines equally well. If you choose to run it 

ƻƴ ŀ ǎŜǊǾŜǊ ǘƘŜƴ ȅƻǳ Ƴŀȅ ǿŀƴǘ ǘƻ ƳƛƴƛƳƛǎŜ /t¦ ǳǎŀƎŜ ōȅ ŜƴŀōƭƛƴƎ άCŜŀǘƘŜǊ²ŜƛƎƘǘ aƻŘŜέΦ ¢Ƙƛǎ ǿƛƭƭ 

cause EduSweep to use minimal resources but will increase scan times. 

Reports 
EduSweep can create reports in HTML format that give you a summary of each scan task. A report 

contains some general information such as the time the task started and completed as well as details 

about detected items. The task log is also included in the report. 

¦ƴŎƘŜŎƪ ά/ǊŜŀǘŜ ŀƴŘ ǎŀǾŜ ǊŜǇƻǊǘǎ ǿƘŜƴ ǘŀǎƪǎ ŎƻƳǇƭŜǘŜέ ǘƻ ǇǊŜǾŜƴǘ ǊŜǇƻǊǘǎ ōŜƛƴƎ ŎǊŜŀǘŜŘ ŦƻǊ ŜŀŎƘ 

scan. 

Reports can be automatically removed when they are older than a given age. To enable this, set the 

ƳŀȄƛƳǳƳ ŀƎŜ ǘƻ ŀ ǾŀƭǳŜ ōŜǘǿŜŜƴ м ŀƴŘ оср Řŀȅǎ ŀƴŘ ŎƘŜŎƪ ά/ƭŜŀƴ ǳǇ ƻƭŘ ǊŜǇƻǊǘǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅέΦ 

With this enabled, EduSweep will remove reports that are older than the limit when the program 

starts up.  

Tip: Generated reports are fully compliant with web standards! 

Quarantine 
Similar to reports, files in quarantine can also be removed automatically after reaching a certain age. 

User Interface 
The graphical interface can be tweaked with a couple of small options. If you are comfortable with 

using the software you can disable the confirmation dialogs that appear when working with files. 

The donate ōǳǘǘƻƴ ƻƴ ǘƘŜ Ƴŀƛƴ ǿƛƴŘƻǿΩǎ ǘƻƻƭōŀǊ Ŏŀƴ ōŜ ƘƛŘŘŜƴ. You can toggle this even if you 

ƘŀǾŜƴΩǘ ŘƻƴŀǘŜŘ - there are no checks in place. 
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Managing Reports 
The Report Manager maintains the reports that are created after a scan task has completed. You can 

use it to display, print and remove reports. To access this feature, click the Report Manager button 

at the bottom on the Main Window. 

The top section lists all the reports that are available and provides commands to work with them. In 

the left-hand column are the names of the reports and in the right-hand column is the date that the 

report was created on. By default, reports are sorted by the date they were created (newest first). 

The lower section shows the contents of the selected report. If you want to view a larger copy in 

ȅƻǳǊ ǇǊŜŦŜǊǊŜŘ ǿŜō ōǊƻǿǎŜǊΣ ŎƭƛŎƪ ǘƘŜ άhǇŜƴ ƛƴ .ǊƻǿǎŜǊέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ǘƻƻƭōŀǊΦ 

Managing Quarantined Files 
The Quarantine Manager, shown below, is a new feature that helps you to keep track of files that 

you have placed in quarantine. It also enables you to restore files to their original location and to 

look up file properties on the internet for additional information. 

 

Toolbar Commands 

¶ LƴǎǇŜŎǘ CƛƭŜΥ[ŀǳƴŎƘŜǎ ǘƘŜ CƛƭŜ LƴǎǇŜŎǘƻǊ ǘƻ ǇǊƻǾƛŘŜ ŀ ŘŜǘŀƛƭŜŘ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ŦƛƭŜΩǎ ǇǊƻǇŜǊǘƛŜǎΦ 

¶ Add: Add a new file to quarantine 

¶ Restore: Moves the file out of quarantine and back to its original location 

¶ Delete: Permanently removes the file from disk 

¶ Online Services: Looks up additional information about the selected file from certain 

websites such as Fileinfo.net and Google. 
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Maximising Performance 
Choosing the host computer  

EduSweep runs happily on either a server or a desktop but if you are scanning many files on one 

ǎŜǊǾŜǊ ƛǘΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ Ǌǳƴ the software on that particular server. As a rule of thumb, run 

EduSweep as close as possible to the files that it will scan. 

Glossary 
Report ς An HTML-formatted summary of the outcome of a task, including details on detected 

items, time taken and any errors encountered. 

Scan Task ς A reusable preset that contains information about the locations to scan along with 

settings to manage how they are scanned. 

Signature- A signature identifies files. Enabling a signature will make EduSweep detect all the files 

the signature knows about. 


